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NEW DELHI: The ministry of electronics and

of the data protection legislation, is likely to
leave it to sectoral regulators and relevant
depgr_t‘n_'l‘gnts to define what constitutes
sensitive personal information. Such data will
have to be necessarily stored only in India.

P Saroind it [
This will ensure that regulators such as the
Reserve Bank of India (RBI), which has
already mandated that payments data should
be stored exclusively in the country, do not fall
foul of the overarching law once it comes into
force. The government has been encouraged
by the hard stand of the banking regulator, which has refused to relax its local-storage
requirement for payments data despite hectic lobbying efforts, especially by foreign
companies.
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“Now, there is no quiestion of allowing mirroring of critical personal data since RBI has

- already set a precedent,” a top government official said. The Centre also feels that copies
of personal data that aren’t important don t have to be stored in India. “There are trivial
kinds of personal data as waJI which don’ t even'reqmre rntrrormg, said the oﬁu:tal

MeitY has so far received over 6Q0 submissions on the draft data protection Bill —

~ submitted by the Justice BN Srikrishna committee in July — including that of the US
government, the official said. India expects to finalise the draft and introduce the Bill in
Parliament during the winter session.

IT’s Critical
- Regulators, adminis-
trative departments

to define what
& constitutes personal

mrarmeitivim Alats Crinla

IT (MeitY), which is in the process of finalising -

Are you an Advertising & Marketing Agency?
Get Your Listing on Economic Times

MASTERCLASS

oot The Ecommssnd: Tinen

BUSINESS TRANSFORMAT!ON.

STRATEGY MASTERCLA'SS‘
Jan9-11, 2019 | Goa -

Most Shared

Most Read Most Commentad

Now Vijay Mallya might just losz his golden toilet
Definition of kilogram changed after 130 years

India's refentiess push against China in its backyard
and how Modi scores on geopaliics

Amitabh Bachchan pays off loans of 1322 UP
faimers

Delhi CM allacked with chilli powder in secretariat

More »

hitps Heconomictimes indiatimes c—nnﬁncwa,—’cumnmyfpﬁlicy;’sencitive‘dala-ch-.ﬁnilinn-to-be-svctnr—speciﬁu‘artic]eshuw!ﬁﬁ’_iﬂgﬁ Lems?utm_source=whatsapp_a...  1/4



_ 1172472018 Sensitive data definition to be sector-specific - The Economic Times
sectoral regulator is not a big hurdle, since every data type comes under some ministry or
the other, be it data related to herbs or wildlife or ecommerce, and the ministries
concerned can take a call on it,” the person added.

Most multinational firms have been strongly opposed to the Indian government's recent

push toward data localisation, arguing that it will increase the cost of doing business in the
~ country besides stifling startups and innovation. Prominent lobby grou;_:_é_guch as the US-
India Business Council and the US-India Strategic Partnership Forum along with others
have made several representations at various levels of government, asking for a complete
rethink or a softening of the stand. These efforts have been as yet unsuccessful.
Google CEO Sundar Pichai championed the cause of free data flows in a recent letter to
union IT Minister Ravi Shankar Prasad. ‘Free flow of data across borders—uwith a focus
a on user privacy and security—will encourage startups to innovate and expand globall y and
encourage §‘Ioba| companies to contribute to India’s digital economy,” he said in a note
thanking Prasad for his visit to Google s Mountain View campus in August. Companies
such as Microsoft besides state governments such as Telangana have also batted
favour of cross~border data flows in the past.

On the other hand, homegrown companies such as Paytm PhonePe and InMobi have
~  called for measures to mandate data localisation, saying this was critical for the local
economy InMobi CEO Naveen Tewari expressed concern that India was already Iosmg the
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stronger after the Supreme
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2017. Section 69 was framed
nearly a decade ago, so it did
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dards of privacy. The govern-
ment cannot use it as
grounds to cannot go snoop-
ing around without judicial
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_ Prasanth Sugathan, legal-
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ports digital rights across the
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' éttempt at “digital tapping”,

but highlighted that it is only

. a part of the problem. “Our

concernshould notbelimited

* to just these 10 agencies. Sec-
tion69should bestruck down.
. gross violation of SCjudgme-

f;ompletely because it lacks
judicial oversight. It works at
th{_a executive level alone,” he
said, adding the “entire sur-

veillance system supported
by the state is.a problem.” On

‘Twitter, too, several lawyers

criticised the order as uncon-
stitutional and a violation of
individual freedom. “Thisisa

nts, including Shreya Sing-
hal. This is void for vagueness

‘since the expression ‘any in-

" formation’ cmﬂd cover any

thing from our Facebook prc
files to WhatsApp message:
to Twitter;, it is being cha
lenged as surveillance,” twet
ted SC lawyer Indira Jaising
Shreya Singhal v. Union of It
dia is a 2015 Supreme Cow

‘judgment on online speec
and intermediary liablity.
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German children banned from sending 75w ve|eneryouseaer
their Christmas wishlists to Santa
...because it breaks EU's privacy laws

. German town of Roth in Bavaria threatens to ban children's public Santa letters
. Children told Christmas tradition may be stopped due to new EU privacy laws
. GDPR rules prevent children leaving their personal details on trees in public

. A local radio station has since worked with experts to find a GDPR-compliant
solution in a bid to save the event
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By DAVID CHURCHILL BRUSSELS CORRESPONDENT

PUBLISHED: 02:04 GMT, 22 November 2018 | UPDATED: 12.40 GMT, 23 November 2013
shares View comments

A German town has ditched its traditional ceremony where children hang their
Christmas wishlists on a tree in the market - blaming new EU privacy laws.

Children in Roth, Bavaria, were said to be heartbroken after council officials ruled
they can no longer leave their pubhc 1etters to Santa

The council lawyer said Brussels red tape introduced in May had left them W|th no
_ choice to avmd rlskmg a flne '

This is because the tradition involves children writing details including their name,
~ age: and address so that Father Christmas knows where to deliver their presents
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'Draft Law Proposes Strlct Curbs

{ »»FromPage1
The draft legislatlon suggests barring
i companies from profiling, tracking or
I {argeting children with advertise.
. ments, It proposes strict restrictions
on guardlan data flduclaries — compa.
nies that operate commercial websites
oronline services directed af children
or process large voiumes of personal
dalarelated tochildren.
! InresponsetoqueriesfromET,arepre-
sentative for Amazon India said, “The
»  company iscurrently studymgthedraﬂ
legislation and would comply with all
locallaws, rules and regulations.”
LaunchedinMarch thisyear, Amazon
Family provides subseribers to its Pri-
me loyalty programme exclusive of
fers, age-based content, recommenda-
.+ tions and discount coupons if they ag-
ree to share details such as the name,
gender and daie of birth of the child,
“The company's stringent data protec-
tion pelicies will ensure that the infor-
mation is completely confidential and
secure,” an Amazon spokesperson told’
ET. The company did not specify the
number of parents who had signed up
for the initiative, which includes a ‘Pre-
natal Store' and an ‘Ages and Stages’

FirstCry, one of India's largest ecom-
merce platforms for baby products, is
seckingsimilar data through lts paren-
ting discussion forum —to offer perso-
nalised content. Until now, it has not
used the data to direct parents towards
maore purchases, the company sald.

“We collect data from parents to make
personalised recommendations, Our
service is only for parents and, therefo-
re,wedonottarget children, We are fully
complinnt with the drafl privacy law in
its current form but will have to wait for
the final policy to comment on it," sald
FirstCry founder Supam Maheshwari,

J&J's BabyCenter and baby care app
Parentlanealso ask for informationon
birth weightand photographs of child-
ren to offer personalised content.

Parenllane founder Vijay Anand MV
saldthedraft Bill protectschildrenand
familles from services that are used by
children directly, while his company’s
service is targeted at parents, "Hence;
we arenot violating the proposed (pro-
visions related to) protection of child-
ren’s personal date in the Bill," he said.

Responding to emailed gueries, a spo-
kesperson for J&J's BabyCenter said,
“BabyCenter does not collect informa-
tion ahout children to market to them.
At every step of using BabyCenter, we

urge users to carefully read our priva-
cypolley thatinforms themof how the-
ir information may be utilised for cer-
talnbeneflt features or to participatein
activities.”

+ The company.said ensuring privacy of
user Information isapriority and itma-
kes sure that all users are informed of
their choice to review, correct, update,
restrict ordelete personal information.

Saurabh Srivastava, director (calego-
ry managerent)at Amazon India, told
ET that Amazon's ‘Prenatal Store' al-
lows to-be parents toeasily discover re-
levant selections and explore articles,

to guide them through the stages of
Preguancy.

By enrolling for the Ages and Stages'
programme, customers can create the-
‘ir children's profile to access content,
product recommendations, dl.swu:nls
andoffers based oniage.

Privacy expertsfeel thal thoughdatais
being shared by parents, the fear s that
companies could potentially usethis in.
formation for commercial gains in the
future: "The question to be asked is

whether these companies are sharing
this data with third parties, and if
children can request deletion of this
dataonce they turn adults,” said Gupta
of Internet Freedom Foundation.
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Data blll moots ban on transfer
of senSItlve personal mfo abroad

Paﬂk&l Dova!@tlmesgroup com:

. New Delhi Global mternet
: giants and socialmedia com-

: - panies such as Facebook,
! WhatsApp, Google, Twitter,
! Amazon, Uber and Apple will
: not be able to transfer and
i .process ‘sensitive personal

! “data’ of Indians to their ser-

* vers abroad with the much-
awaited Data Protection Bill
prohibiting cross-border mo-
vement of information such

as passwords, financial and

health data, caste, rellgmus

and political beliefs and sexu-

alstatus and orientation.
Violations, including una-

uthorlsed processmg of per-

WHAT.IS SE SITIVE~
PERSOHAL INFO’

Passwords; financial

identifier; sex life; sexual
orientation; biometric
" data; genetic data; -
transgender status; -
intersex status; caste;
religious or political
‘beliefs or affiliations

-

data; health data; official "

sonal data — run the risk of
severe financial censure,

with the maximum penalty

'pegged atRs 15 croreor 4% of

the fworldwide turnover (Whl-

ej%st)ive BT we”

', ‘l.af

cessed and seen exclusively.

by TOI — follows a detailed

report submitted to the go-

vernment by a committee he-

aded by Justice BN Srikrish-

na in July this year. It seeks

the formation of a Data Pro- |

tection Authority to handle
the gamut of issuesrelatedto

the handling of personal in- -
formation; dealing with com- :

et isetetananh

panies handling and proces- :
sing data; and ensuring adhe- |
rence to rules and regula-

tions th-at would be not]'fied.

>Users consent, P 15
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Cos must get users consent on data. Blll

i cOntmued from P 1

: Y.°¢ Thile the bill — which
X?v"g‘]the government ho-
¢ Y. pes to introduce in
: Parliament at the
: -earliest(onlyafewdaysleftin
: this session) — does not bar
i cross-border transfer of ‘per-
¢ sonal data’, it mandates that
i companies maintain a mir-
: ror copy of the information
: within India and, important-
¢ ly, also seek ‘consent’ of the
¢ individual who generates the
: data. Personal data means
i any information —an indivi-
: dual’s particular characte-
: ristig, trait, attribute or featu-
! re— which may lead to iden-
i tification of the person.

The bill's recommenda-
: tions, especially the one that
: bars the transfer of sensitive
: personal data, is likely to cre-
: ate discomfort for the global
: internet companies, many of
: which havetermed such rest-

: rictionsas ‘anti-internet’ and

¢ ‘impractical’. Companies ha-
: veoften argued that they sho-
: uld have the right to store the
: datainserversacross the glo-
: be, adding that any law man-

{INDIVIDUALS P AN

PROT ECTION FOR IN

DIVIDUAI.S &VKIDS

.

> Right to know what
personal data is processed
and how

» Right to correct
‘inaccurate or
misleading’ personal
data

> Right to be
forgotten or prevent
disclosure of certain
personal data

» Seek compensation in -
case of violations in data -
processing/handling

» No proﬁlmg, trackmg, .
or behavioural monitoring
of, or targeted advertising
directed at children "

» Appropriate .
mechanisms for
age verification and
parental consent : -
> ‘Rights and best
interests’ need to be
protected

> Data authority tb
notify guardian data. .
fiduciaries

%

daﬁnglocalstoragemcréases .

their cost while being detri-
mental to their overall busi-
ness interests.

The governmentl, howe-

ver, seems to think otherwi-
se. While barring transfer of
sensitive personal data, the
bill even places restrictions
on companies when they de-
al with personal data. “Eve-

. rydatafiduciary shallensu- .-
; re the storage, on a server or
-a data centre located in In-

dia, of atleastone servmg co-

py of personaldata.” :
. The bill, in fact, also aut-

horises the government to

“notify categories of perso--

nal data as critical personal
data that shall only be proceés-

. sed in a server or data centre

located in India”. Exemp-
tions may be provided on the
“groundsof necessity orstra-
tegic interests of the state”,
according to the bill. And

while allowing of transfer of

'personal data the b1]1 states
that such cross-border move- :
ment should be allowed only :

_ if it is in line with contractu-

al clauses that have been app-

“roved by the data protection

authority Also, the transfer
needs to be to countries or.or-
anisations that have been

. prescribed by the central go-

vernment in  consultation

1+ ‘Wlththeauthorlty

_“The central government
may only prescribe the per:
missibility of transfers...
where it finds that the rele-

: vant personal data shall be

subJ ecttoanadequatelevel of
protection, having regard to :
theapplicablelaws and inter-

_' national agreements, and the

effectiveness of enforcement -
byauthorities with appropri-

-ate jurisdiction,” the Bill sta-

tes. When it comes to penalti-
es, the bill stipulates a fine of
upto Rs2croreor2% of world-

- wide turnover if a company

fails to take prompt action af-

. ter a security breach, or does *':

not carry out a data audit, or - ;
doesnot register with the aut- '
hority ordoesnot appointada-
taprotectlon officer.
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